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1.1 INTRODUCTION

Staderlabs engaged Halborn to conduct a security audit on their smart

contracts beginning on April 13, 2022 and ending on April 20, 2022 . The

security assessment was scoped to the smart contracts provided to the

Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided one week for the engagement and assigned

a full-time security engineer to audit the security of the smart con-

tract. The security engineer is a blockchain and smart-contract security

expert with advanced penetration testing, smart-contract hacking, and

deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

• Ensure that smart contract functions operate as intended

• Identify potential security issues with the smart contracts

In summary, Halborn identified some security risks that were addressed

by the Staderlabs team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing

to balance efficiency, timeliness, practicality, and accuracy in regard

to the scope of this audit. While manual testing is recommended to uncover

flaws in logic, process, and implementation; automated testing techniques

help enhance coverage of the bridge code and can quickly identify items

that do not follow security best practices. The following phases and

associated tools were used throughout the term of the audit:
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• Research into architecture and purpose

• Smart contract manual code review and walkthrough

• Graphing out functionality and contract logic/connectivity/functions

(solgraph)

• Manual assessment of use and safety for the critical Solidity vari-

ables and functions in scope to identify any arithmetic related

vulnerability classes

• Manual testing by custom scripts

• Scanning of solidity files for vulnerabilities, security hotspots

or bugs. (MythX)

• Static Analysis of security for scoped contract, and imported func-

tions. (Slither)

• Testnet deployment (Brownie, Remix IDE)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk

assessment methodology by measuring the LIKELIHOOD of a security incident

and the IMPACT should an incident occur. This framework works for commu-

nicating the characteristics and impacts of technology vulnerabilities.

The quantitative model ensures repeatable and accurate measurement while

enabling users to see the underlying vulnerability characteristics that

were used to generate the Risk scores. For every vulnerability, a risk

level will be calculated on a scale of 5 to 1 with 5 being the highest

likelihood or impact.

RISK SCALE - LIKELIHOOD

5 - Almost certain an incident will occur.

4 - High probability of an incident occurring.

3 - Potential of a security incident in the long term.

2 - Low probability of an incident occurring.

1 - Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.

4 - May cause a significant level of impact or loss.
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3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

10 - CRITICAL

9 - 8 - HIGH

7 - 6 - MEDIUM

5 - 4 - LOW

3 - 1 - VERY LOW AND INFORMATIONAL
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1.4 SCOPE

IN-SCOPE:

The security assessment was scoped to the following smart contracts:

• FTMStaking.sol

• SFCPenalty.sol

• sFTMx.sol

• ValidatorPicker.sol

• Vault.sol

Commit ID: ab6fc3ce923a471e920f18a7aa58061b672615ac
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2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

0 0 0 1 2

IM
PA
CT

LIKELIHOOD

(HAL-01)

(HAL-02)

(HAL-03)
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SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

HAL01 - OWNER CAN RENOUNCE OWNERSHIP Low SOLVED - 04/25/2022

HAL02 - MISSING EVENTS FOR OWNER
ONLY FUNCTIONS THAT CHANGE CRITICAL

PARAMETERS
Informational ACKNOWLEDGED

HAL03 - ZERO ADDRESS NOT CHECKED Informational ACKNOWLEDGED
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FINDINGS & TECH
DETAILS



3.1 (HAL-01) OWNER CAN RENOUNCE
OWNERSHIP - LOW

Description:

The Owner of the contract is usually the account that deploys the con-

tract. As a result, the Owner can perform some privileged functions. In

the FTMStaking.sol contract, the renounceOwnership function is used to

renounce the Owner permission. Renouncing ownership before transferring

would result in the contract having no Owner, eliminating the ability to

call privileged functions.

Code Location:

Listing 1: FTMStaking.sol (Line 21)

21 contract FTMStaking is Initializable , OwnableUpgradeable ,

ë UUPSUpgradeable {

Risk Level:

Likelihood - 2

Impact - 3

Recommendation:

It is recommended that the Owner cannot call renounceOwnership without

first transferring Ownership to another address. In addition, if a multi-

signature wallet is used, the call to the renounceOwnership function

should be confirmed for two or more users.
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Remediation Plan:

SOLVED: The issue was solved by using a multi-signature wallet to call

renounceOwnership function.
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3.2 (HAL-02) MISSING EVENTS FOR
ADMIN ONLY FUNCTIONS THAT CHANGE
CRITICAL PARAMETERS - INFORMATIONAL

Description:

Admin-only functions that change critical parameters should emit events.

Events allow you to capture changed parameters so that off-chain tool-

s/interfaces can register those changes.

Code Location:

Listing 2: FTMStaking.sol

519 function setTreasury(address newTreasury) external onlyOwner {

520 require(newTreasury != address (0), "ERR_INVALID_VALUE");

521 treasury = newTreasury;

522 }

Listing 3: FTMStaking.sol

528 function setProtocolFeeBIPS(uint256 newFeeBIPS) external

ë onlyOwner {

529 require(newFeeBIPS <= 10_000 , "ERR_INVALID_VALUE");

530 protocolFeeBIPS = newFeeBIPS;

531 }

Risk Level:

Likelihood - 1

Impact - 2
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Recommendation:

Add events to all admin functions that change critical parameters.

Remediation Plan:

ACKNOWLEDGED: The Staderlabs team acknowledged this issue. However, the

functions setTreasury and setProtocolFeeBIPS are not being used by any

off-chain process that impacts the protocol and these changes can only

be done by using a multi-signature wallet. Therefore, there is no risk

to the functioning of the protocol.
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3.3 (HAL-03) ZERO ADDRESS NOT
CHECKED - INFORMATIONAL

Description:

The updateOwner function within the contract Vault.sol is not verifying

that the newOwner parameter is not the zero address to avoid having issues

when using the owner-only functions.

Code Location:

Listing 4: Vault.sol (Line 159)

158 function updateOwner(address newOwner) external onlyOwner {

159 owner = newOwner;

160 }

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

When setting an address variable, always ensure the value is not zero.

Remediation Plan:

ACKNOWLEDGED: The Staderlabs team acknowledged this issue.

16

FI
ND

IN
GS

&
TE

CH
DE

TA
IL

S



17

AUTOMATED TESTING



4.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of cer-

tain areas of the scoped contracts. Among the tools used was Slither, a

Solidity static analysis framework. After Halborn verified all the con-

tracts in the repository and was able to compile them correctly into their

ABI and binary formats, Slither was run on the all-scoped contracts. This

tool can statically verify mathematical relationships between Solidity

variables to detect invalid or inconsistent usage of the contracts’ APIs

across the entire code-base.

Slither results:

FTMStaking.sol

18

AU
TO

MA
TE

D
TE

ST
IN

G



19

AU
TO

MA
TE

D
TE

ST
IN

G



SFCPenalty.sol
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sFTMx.sol

ValidatorPicker.sol

Vault.sol

• As a result of the tests carried out with the Slither tool, some

results were obtained and reviewed by Halborn. Based on the re-

sults reviewed, some vulnerabilities were determined to be false

positives. The actual vulnerabilities found by Slither are already

included in the report findings.
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4.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of

well-known security issues, and to identify low-hanging fruits on the

targets for this engagement. Among the tools used was MythX, a security

analysis service for Ethereum smart contracts. MythX performed a scan

on all the contracts and sent the compiled results to the analyzers to

locate any vulnerabilities.

MythX results:

FTMStaking.sol

SFCPenalty.sol

sFTMx.sol

ValidatorPicker.sol

Vault.sol

• The floating pragma flagged by MythX is a false positive, as the

pragma is set in the hardhat.config.js file to the 0.8.7 version.
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